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INTRODUCTION .WEEK3 ASSIGNMENT 2 HTB WEB REQUEST.

In this activity | am going to learn about web request the HTTP which is the hyper text transfer
protocol

the HTTPS the hyper text transfer protocolsecure ,the HTTP request and responses , HTTP
headers ,HTTP methods and codes ,GET ,POST and CRUD API.



QUESTION 1 .HYPER TEXT TRANSFER PROTOCOL.

ignment 2:HTE X @) Hack The Box - Academy Using cURL to d d

25 academy.hackthebox.com/module t A} Verify it's you

Waiting to start...

Enable step-by-step solutions for all questions @ +*

Questions
Cheat Sheet

Answer the question(s) below to comp is tion and earn cul
4.237.120.99:45440 ~
: 83 minute(s)

+1@ To get the flag, start the above exercise, then use cURL to download the file returned by '/download.php'

in the server shown above.

c_cURL_u$3r}

¢ Submit

+10Streak pts | @ Mark Complete & Next

£ Type here to search




@ kali-linux-2025. d64 - VMware

File Edit View VM Tabs Help | || ~ & O

Library X
Type here to search o

[ & I My Computer

[ kali-linux-2025.3-vmwa

L Type here to search

-] kali@kali: ~

Session Actions Edit View Help
94.237.120.99:45440/download. php
HTB{64 CURL_u$3r}

https//94 5440.com/file.zip

(6) Could not resolve host: https

https //64%$!'c_cURL_u$3r .com /file .zip
zsh: event not found: c_cURL_u

https //{64$!c_cURL_u$3r} .com
zsh: event not found: c_cURL_u
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QUESTION 2. HTTP REQUEST AND RESPONSES.
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ignment 2 HTE X &) Hack The Box - Academy

Waiting to start...

Enable step-by-step solutions for all questions @ ++

Questions
Cheat Sheet

Answer the question(s) below to complete this Section and earn cubes!

:94.237.123.119:48401 ~
7 minute(s)

+0@ Whatis the HTTP method used while intercepting the request? (case-sensitive)

GET

P® Submit | XX H 1‘

+16 Senda GET request to the above server, and read the response headers to find the version of Apache

running on the server, then submit it as the answer. (answer format: XY.ZZ)

2441

P Submit
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QUESTION 3.HTTP HEADERS.

[ kali-linux-2025.3-vmware...

kali@kali: ~

Session Actions Edit View Help

< Content-Type: text/html; charset=UTF-8
<

<!DOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible” content="IE=edge
<meta name="viewport” content="width=device-width
<title>Blank Page</title>

</ head>

initial-scale=1.0">

<body>
This page is intentionally left blank.
<br>
Using cURL should be enough.
</body>
123.119 left intact

* Connection #0 to host 94.237.

</html>
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e A} Verify it's you
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Congratulations! You eamed 2 cubes!

Waiting to start...

Enable step-by-siep solutions for all questions @ ++

Questions
Cheat Sheet

ction and ea

: 94.237.123.119:48217

2 minute(s)

+28 The server above loads the flag after the page is loaded. Use the Network tab in the browser devtools to
see what requests are made by the page, and find the request to the flag.

HTB{p493_r3qu3$t$_mOnltor}
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ignment 2: €)X @ Hack Th - Academy X mmended Modules X 94.237.123.119:48217/flag_327
c A\ Not secure 94.237.123.119: 7/flag_327a6c4304ad5938eaf0efbbec3eS3de. txt 4} Verify it's you

HTB{p493_r3qu3$tf mén!ter}

10:00 AM
10/7/2025 D

O Type here to search

QUESTION 4. GET.
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25 academy.hackthebox. 4} Verify it's you

v
Congratulations! You eamed 2 cubes!

Waiting to start...

Enable step-by-step solutions for all questions @ ++

Questions

on(s) below to complete 1 on and earn cubes!

Target(s): 94.237.123.119:30718 ~
Life Left: 76 minute(s)

4.237.123.119:30718 witl admin® an|

+2@ The exercise above seems to be broken, as it returns incorrect results. Use the browser deviools to see
what is the request it is sending when we search, and use cURL to search for *flag’ and obtain the flag.

P¢ Submit

4 Previous Next = +10Streakpts | @ Mark Comple
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@ kali-linux-2025.3
File Edit View VM
Library

Type here to search

= [ My Computer

d64 - VMware
Tbs Help | |l v | & D 08 o N -
1) Home [ kali-linux-2025.3-vmware...

[ kali-linux-2025.3-vmwai

kali@kali: ~
Session Actions Edit View Help

119:30718/search.php?searc

Command ‘url' not found, did you mean:
command ' from deb erlang-base
command * from deb bsdextrautils
command ‘zurl®' from deb zurl
command ‘uil' from deb uil
command ‘ur' from deb libur-perl
command ‘curl’ from deb curl

Try: sudo apt install <deb name>

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.
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H L Type here to search

QUESTION 5.POST.

CPU usage: 0.0%
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25 academy.hackthebox. 4} Verify it's you

v
Congratulations! You eamed 2 cubes!

Waiting to start...

Enable step-by-siep solutions for all questions @ ++

Questions
Cheat Sheet

estion(s) below to complete t ion and earn cubes!

Target(s): 94.237.121.49:66700 ~

minute(s)

4.237.121.49:56700 with us: idmin" and ps d "
+28 Obtain a session cookie through a valid login, and then use the cookie with cURL to search for the flag
through a JSON POST request to '/search.php’

HTB{pOSt _r3p34t3r}

P¢ Submit
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File Edit ch View Encoding Language Settings Tools Macro Rur + v
cHHRE LB shh|dc|thh| s |BE ©
Elnew 1 Eil

1 | PHPSESSID-fublgkvacb8issmopv3dnpehty;

@ kali-linux-2025.3 d64 - VMware
File Edit View VM Tabs Hep || ~ & 2 MO8 O N -
Library x

[[¥ kali-linux-2025.3-vmware...
Type here to search v

My Computer
[ kali-linux-2025.3-vmwa|

kali@kali: ~

Session Actions Edit View Help

</html>

POST r e-admingpassword-admi http://94.237.121.49:5670
o
HTTP/1.1 200 0K
Date: Tue, 07 Oct 2025 07:58:10 GMT
Server: Apache/2.4.41 (Ubuntu)
Set-Cookie: PHPSESSID=fublgkvacb8is8mopv3dnp6hf7; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache
Vary: Accept-Encoding
Content-Length: 1167
Content-Type: text/html; charset=UTF-8

<!DOCTYPE html>
<html lang =

<head>
<meta charset="UTF-8">
i i Search</title>
stylesheet” href="https://cdnjs.cloudflare.com/ajax/libs/meyer
0/reset.min.css™>
<link rel='stylesheet' href="https://fonts.googleapis.com/css?family=Robo
t0:400,500,700" >

< >
1 To direct input to this VM, move the mouse pointer inside or press Ctrl+G. 0% a4
Normal text file length:37 lines: 1 Ln:1 Col:38 Sel:37|1 Windows (CRLF)  UTF-8 INS
4
_ ST 11:14 AM
L Type here to search @ 4 G ) 7z
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cHHRE LB shh|dc|thh| s |BE ©
Elnew 1 Eil

1 | PHPSESSID-fublgkvacb8issmopv3dnpehty;

@ kali-linux-2025.3 d64 - VMware
File Edit View VM Tabs Hep || ~ & 2 MO8 O N -
Library x

[[¥ kali-linux-2025.3-vmware...
Type here to search v

My Computer
[ kali-linux-2025.3-vmwa|

kali@kali: ~

Session Actions Edit View Help

</html>

: no-store, no-cache, must-revalidate
Pragma: no-cache
Vary: Accept-Encoding
Content-Length: 1167
Content-Type: text/html; charset=UTF-8

<!DOCTYPE html>
<html lang =

<head>
<meta charset="UTF-8">
i i Search</title>
stylesheet” href="https://cdnjs.cloudflare.com/ajax/libs/meyer
0/reset.min.css™>
<link rel='stylesheet' href="https://fonts.googleapis.com/css?family=Robo
t0:400,500,700" >

< >
1 To direct input to this VM, move the mouse pointer inside or press Ctrl+G. 0% a4
Normal text file length:37 lines: 1 Ln:1 Col:38 Sel:37|1 Windows (CRLF)  UTF-8 INS
4
_ ST 11:14 AM
L Type here to search @ 4 G ) 7z
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QUESTION 6.CRUD API.
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Congratulations! You eamed 2 cubes!
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Enable step-by-step solutions for all questions @ +*
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+2@ First, try to update any city's name to be 'flag’. Then, delete any city. Once done, search for a city named

‘flag’ to get the flag.

HTB{crud_4pl_m4nlpul4t0r}
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® HTB Academy - Web Requests X (&) Web Requests

X 25 academy.hackthebox.com/module/finish = A | Verify it's you

Great job axelgoatee7!

Web

Requests (\

Congratulations axelgoatee7!
You have just completed the Web Requests module!

Let's share your success with everyone!

in Share on Linkedin X ShareonX # Share on Facebook

@ Getashareable link

7 . ——— y n = _ 1123AM
£ Type here to search ‘ £ MoBc ~cvaz 10/7/2025 o

CONCLUSION.
in this activity | learnt about web requestthe HTTP which is the hyper text transfer protocol

the HTTPS the hyper text transfer protocolsecure ,the HTTP request and responses , HTTP
headers ,HTTP methods and codes ,GET ,POST and CRUD API.
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